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Fraud – a clear 
and present danger

The Economic crime in a downturn 
survey reveals that 71% of Russian
organisations report being subject 

to one or more significant economic
crimes in the last 12 months. This is 
a shocking 12 percentage points
increase compared to our 2007
research (59%), and is well above 
the global (30%), Central and Eastern

Europe (CEE) (34%) and BRIC2

countries (34%) results.

This is clearly an issue that can’t be
overlooked by any organisation doing
business, or planning to do business, 

in Russia. As might be anticipated
from the very high overall 
reported crime rate, all industries
reported high incidence rates
with no industry particularly
spared.
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2 For the purpose of this study BRIC group include Brazil, Russia, India, China, Indonesia, Mexico and Turkey.

Figure 1. Respondents by industry*

*% of all respondents 
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The trends noted in the previous
Economic crime surveys continues –
Russian organisations are more 
proactively addressing fraud risks 
and strengthening their risk management
systems. In the last 12 months:

• 63% of the Russian respondents
implemented additional procedures 
to check the identity of customers 
and suppliers

• 52% – cited increased attention by
internal audit 

• 49% – improved tone at the top 
to reinforce ethical behaviour

• 47% – implemented additional 
recruitment and exit procedures

• 38% – reviewed anti-fraud policies

A correlation was found between 
the frauds reported and the frequency 
of fraud risk assessments performed 
by companies. Where fraud risk 
assessments were conducted 
on a frequent basis, 42% 
of the respondents reported incidences 
of economic crime. It appears that those
organisations who conduct frequent 
fraud risk assessments were able 
to detect more fraud and, as such, 
reported more frauds. 

Time for action – dealing with
fraudsters

Once a company confirms a suspected
fraud, appropriate action against 
the perpetrator is essential in order 
to deter other potential fraudsters and 
to show stakeholders in the business
that the organisation will not tolerate
such malpractice. Dismissal remains 
the favoured route for dealing with internal
offenders. It is worth noting that this 

rate is significantly lower in previous 
surveys: 25% in 2007 and 15% in 2005. 

And while the number of respondents
claiming they commence legal action 
may seem high, it is perhaps most 
pleasing to note that the percentage 
of companies doing nothing against 
internal and external perpetrators
decreased by 11 percentage points 
compared to 2007 – clearly a move 
in the right direction.

57%

33%

23%

20%

3%

3%

0        10%         20%        30%       40%       50%       60% 

Dismissal

Civil action / criminal charges were brought

Warning / reprimand

Notify relevant regulatory authorities

Transfer

Nothing

Figure 8. Actions taken by companies against internal perrpetrators*

*% of respondents who experienced economic crimes in the past 12 months
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Fraud in the future

Economic crime is and will remain a very
serious risk for Russian organisations.

The economic downturn is changing 
the nature and scale of the fraud and
integrity risks that organisations face. 
The speed of change is such that 
opportunities to commit fraud will be
prevalent. More people will feel real 
pressure to ‘cross the line’ or to look 
the other way while others do so. 
In addition, the falling economic tide will 

expose more frauds that were ongoing
while economic conditions were good. 
Asset misappropriation and bribery 
and corruption are the two forms 
of crime that respondents believe their
organisations will most likely experience
in the next 12 months.

Although there has been an increase 
in the perception levels, the results show 
a significant gap between the perception 
of the likelihood that fraud will occur 
in future compared with the reality 
of incidence of fraud historically reported.

Recommendations: the strategy 
of the enlightened organisation

In our more detailed study Fraud 
in a Downturn4, we looked in depth 
at 11 key issues facing organisations
today and provided a roadmap 
for the enlightened organisation.

One hears commentators on fraud 
describing how a particular solution is key

to the management of fraud risk – ‘risk
identification’, ‘the tone at the top’ or 
‘better use of technology’ are just a few 
of the many keys that seem to be available.

In our experience, the enlightened 
organisation evaluates the options 
available to reduce fraud losses within 
a comprehensive framework 
of the kind we show below.

4 www.pwc.ru/forensic/eng
5 In 1992, the Committee of Sponsoring Organizations of the Treadway Commission (COSO) developed a model 

for evaluating internal controls. This model has been adopted as the generally accepted framework for internal 
control and is widely recognised as the definitive standard against which organisations measure the effectiveness 
of their systems of internal control. We have adapted the COSO framework to illustrate some of the key elements 
of a fraud and integrity risk control framework.

0% 10% 20% 30% 40% 50% 60% 70%

64%

48%

15%

4%

45%

42%

Asset
misappropriation

Bribery
and corruption

Perception 2007

Reality 2009

Perception 2009

Figure 9. Perception that fraud will occur in future in 2007 and 2009 and reality 
of incidence of fraud in 2009*

Figure 10. The PricewaterhouseCoopers Fraud Wheel5

*% of all respondents
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the information they need to manage
fraud and integrity risks? A sound 
information system will include reliable
fraud loss reporting as well as data 
on ongoing internal investigations 
and whistle blowing activity.

• Communication and training – 
Do our people receive proper 
communication and training? 
Are operational and finance staff 
an effective first line of defence 
against fraud and integrity risks? 
Have staff been trained to identify fraud
and integrity risks in their business
areas and to develop preventative 
and detective controls that really work?

• Management oversight – Do senior
management monitor fraud, 
corruption and other integrity-based
threats and take action where 
needed? Senior management should
monitor compliance with key policies
and the delivery of training 
programmes around business ethics.

• Gatekeeper functions – Are teams
working together in the right way 
to reduce fraud, corruption and other
integrity risks? Are gatekeeper 
functions such as loss prevention 
teams, in-house legal, security, internal 

audit and the compliance function 
working together to deliver an effective
fraud and integrity risk strategy?

• Fraud and corruption response –
How well do we deal with allegations 
of fraud and corruption when they
arise? Are we conducting thorough,
independent reviews and taking 
action where appropriate? How do 
we ensure that lessons learned from 
the reviews are implemented across
the company, and not only 
in the area affected by the fraud?

It is for those charged with governance 
to take the lead on fraud and integrity
issues. Employees look to the board 
and senior management to set the tone,
and unless the senior commitment is
there, change will not happen and 
the benefits of reducing fraud and other
integrity risks will not be realised. 

The good news is that effective fraud
risk management more than pays 
for itself. Companies across industry
sectors are desperate to find ways 
to reduce cost. Attacking fraud, waste
and abuse offers a huge cost savings
opportunity for a relatively low 
investment.

Each organisation must determine how
best to implement a fraud and integrity
risk strategy. We set out below some 
of the questions those charged with 
governance need to ask, and receive
answers to, in order to obtain some 
comfort that a sound strategy is 
in place:

• Organisational tone – What steps
are being taken to be certain that 
the right tone at the top permeates
down through the organisation?
Does our remuneration strategy,
including bonus arrangements, 
support the organisation’s ethical
stance, or undermine it?

• Governance – Are we receiving 
sufficient information and asking
enough questions to have a sound
strategic oversight of fraud risks, 
losses and prevention programmes? 
What are we doing personally 
to promote an anti-fraud culture?

• Fraud and integrity policies – Do we
have the right policies and practices 
in place (code of conduct, fraud policy,
whistle blowing, conflicts of interest,
fraud response) and, more importantly,
are they adequately publicised, 
promoted and enforced?

• Hiring and promotion – How much
do we know about the people 
we recruit or promote to positions 
of responsibility? Is there anything
else we should know before we bring
them in or promote them?

• Risk assessment – What are the key
fraud and integrity risks? Who is 
making this assessment and what
information is the assessment based
on? Has anyone thought through 
the fraud and integrity risks arising
from the people we do business with,
i.e., our sales agents, distributors, 
joint venture partners and supplyers?

• Control linkage and evaluation – 
Is the control system designed 
principally to identify errors, or is it 
sufficiently robust to prevent or detect
fraud, corruption or other misconduct
risks? Are we using best practice
unpredictable controls, including spot
checks and data mining, to help both
detect and deter potential fraudsters?
Do we have a reliable, trusted 
whistle blowing programme 
(an essential anti-fraud and 
corruption control)?

• Management information – Do our
middle and senior management have 
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PricewaterhouseCoopers (www.pwc.ru)
provides industry-focused assurance, tax 
and advisory services to build public trust
and enhance value for our clients and 
their stakeholders. More than 163,000
people in 151 countries across our net-
work share their thinking, experience and
solutions to develop fresh perspectives 
and practical advice.

Forensic services

With the largest network of forensic 
services practices in the world, spanning 
63 countries and employing over 1,400
advisors, PricewaterhouseCoopers firms 
can draw on vast experience of dealing
with difficult situations across a broad 
spectrum of industries in many jurisdic-
tions. Our fast-growing Forensic services 
practice in CEE employs over 70 
professionals, including accountants, 
economists and IT professionals.
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Contact information

John Wilkinson

Partner
Forensic services leader 
CEE, Russia and CIS
john.d.wilkinson@ru.pwc.com

Inna Fokina

Director
Accounting investigations, 
commercial disputes, 
transaction and shareholder 
disputes
inna.fokina@ru.pwc.com

Irina Novikova

Director
Accounting investigations, 
fraud risks and controls
irina.n.novikova@ru.pwc.com

Tel.: + 7 (495) 223-5046

Fax: + 7 (495) 967-6001

www.pwc.ru/forensic/eng
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